23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services

APPLIES TO:

A. This policy applies to all IEHP contracted Providers, Vendors and First Tier and Downstream
Entities in accordance with contractual and regulatory requirements.

B. This policy applies to all IEHP Medi-Cal Members.
POLICY:

A. All non-monetary Member incentives offered to IEHP Medi-Cal Members by IEHP Team
Members, contracted Providers, IPAs, Vendors and First Tier and Downstream Entities must
obtain approval by the California Department of Health Care Services (DHCS) Medi-Cal
Managed Care Division (MMCD) prior to implementation of such incentives.'?

B. Non-monetary Member incentives may be used to reward Members who demonstrate effort
and success in adopting health-promoting behaviors or changing health risk behaviors. The
choice of incentives employed should be evidence based, whenever possible.?

C. The value of non-monetary Member incentives must not be disproportionately large and
should correspond with the value of the service (i.e., the value of the service itself or the future
health care cost reasonably expected to be avoided as a result of the service).*

1. Incentive values of less than $25 shall be considered for single health education services
or preventive care Visits.

2. Incentive values of approximately $25.01-$100 shall be considered for a series of health
education classes or preventive care Vvisits.

3. The relevance of a particular incentive to a specific program or intervention, such as
infant car seats in a car seat safety class, can be considered in justifying a monetary value
higher than $25.

D. Appropriate non-monetary incentives as listed-and-further-defined-in-the MMED-Al-Plan
Letter 16-005; and approved by DHCS include, but are not limited to, the following:*

1. Gifts or Gift Cards/Certificates;
2. Tickets;

3. Products or Merchandise;

! California Welfare and Institutions Code (Welf. & Inst. Code) §14407.1

2 Medi Cal Managed Care Department All Plan Letter (APL) 16-005 Supersedes Policy Letters 09-005 and 12-002
“Requirements for Use of Non-Monetary Member Incentives for Incentive Programs, Focus Groups, and Member
Surveys”

3 Tbid.

4 Ibid.

5 Tbid.
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23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services

4. Points Rewards Programs;

5. Transportation Assistance;

6. Enrollment or Monthly Membership Fees; and

7. Raffle Items.

E. IEHP prohibits the use of non-monetary incentives for purposes of:

1. Inducing enrollment or continuation of enrollment. Incentives must only be offered to
current IEHP Medi-Cal Members.°

2. Distributing monetary incentives such as cash, coupons or instruments that may be
converted to money:’

a. Vouchers redeemable for specific goods or services to promote good health are
allowed.

b. Gift cards/certificates with cash value of less than $10 may be redeemable in cash
(for its cash value) under certain circumstances and with IEHP approval and
subsequently DHCS approval.

PURPOSE:

A. To ensure compliance with DHCS regulatory requirements as mandated by Welfare &
Institutions Code Section 14407.1, and in accordance with Title 28, California Code of
Regulations, Section 1300.46.

B. To enhance health education program efforts while encouraging good health practices and
increase Member participation, learning and motivation:

1. To effectively use managed health care services including preventive and primary care
services, obstetric care and health education services.

2. To modify personal health behaviors and achieve and maintain healthy lifestyles and
positive health outcomes.

3. To follow self-care regimens and treatment therapies for existing medical conditions,
chronic diseases, or health conditions.?

PROCEDURES:

A. AIllIEHP Team Members, contracted Providers, IPAs, Vendors and First Tier and Downstream
Entities wishing to provide non-monetary Member incentives shall adhere to the following

¢ Title 28; California Code of Regulations (CCR) §1300.46
"DHCS APL 16-005
8 CA Welf. & Inst. Code §14407.1
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23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services

submission process:

1. A Member Incentive Program Request for Approval form must be completed and
submitted along with any relevant documentation to the IEHP Compliance Department’s
Regulatory Affairs Mailbox, complianceregulatoryaffairs@iehp.org, for review and
submission to DHCS (See “Attachments/“Member Incentive (Mb-Program - Request for

Approval-Ferm,” “MemberFocus Group Incentive (MH-Program -Eeeus-Grouptneentive
(EGH Request for Approval-Ferm,” and “Survey Incentive MemberIneentive(Mb
Program_-_Surveytneentive{SH-Request for Approval-Fermw” ?) found on the IEHP
B e e L S e

2. Allow a minimum of ferty—frwe{(45) days between the date of submission to the IEHP
Compliance Regulatory Affairs Mailbox and the start of the Member incentive program.

B. The Member incentive shall be reviewed by an IEHP Compliance Regulatory Affairs Analyst
to ensure compliance with proper submission and approval of non-monetary Member
incentive programs by collecting all necessary documentation and submitting all non-
monetary Member incentive requests to DHCS for approval. The submission process is as
follows:!°

1. At a minimum, feurteen{14) days must be allowed between the date of submission to
DHCS and the start of the Member incentive program.

2. All Member incentive requests shall be submitted by the IEHP Compliance Regulatory
Affairs Analyst to: MM CDHealthEducationMailbox(@dhcs.ca.gov.

3. Include IEHP in the subject line along with a short description of the request (e.g., IEHP
Submission: /Breast Cancer Screening Member Incentive).

4. Copy IEHP’s Director of Health Education and IEHP’s MMCD Contract Manager
(MMCD CM) on all requests. The MMCD CM is responsible for the oversight of all
contract deliverables.

5. All questions about Member incentives should be emailed to the Health Education
Mailbox stated above and identified as stated in Step 3 above.

C. MMCD health education consultants will review all requests, as soon as possible, and send
responses directly to IEHP’s Compliance Regulatory Affairs Mailbox with a copy to the
MMCD CM.!

D. End of Program evaluations must be submitted upon completion of the non-monetary Member
incentive program, Focus Group incentive, or Survey incentive. Annual Updates must be
submitted on an annual basis for on-going non-monetary Member incentive programs.'? Both

° https://www.iehp.org/en/providers/provider-resources?target=forms
10 DHCS APL 16-005

1 Tbid.

12 Tbid.
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23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services

End of Program and Annual evaluations can be completed using the Evaluation Form
corresponding to the specific incentive.

1. End of Program Evaluation:

a. IEHP Team Members, contracted Providers, IPAs, Vendors and First Tier and
Downstream Entities responsible for the non-monetary Member incentive program
shall submit to the IEHP Compliance Regulatory Affairs Mailbox a brief description
of the evaluation results within feurteen—14) days after the incentive program
completion date.

b. The evaluation form corresponding to the incentive must be completed and submitted
to the IEHP Compliance Regulatory Affairs Mailbox. (See Attachments/“Member
Incentive Program — Annual-Update/Evaluation Form,” “Focus Group Incentive

Program — (EGH Evaluation Form,” and “Survey Incentive Program — (ShH
Evaluatlon Fform'>”")~ . found on the IEHP website. are-avatable—viathe Provider

13 2

c. AnIEHP Compliance Regulatory Affairs Analyst shall submit to DHCS the Member
Incentive Program Plan-Annual-Update/- Evaluation Form with the evaluation results
within fertyfive(45) days after the incentive program completion date. The IEHP
Compliance Regulatory Affairs Analyst shall submit to DHCS the Focus Group
Incentive Program (FGH-Evaluation Form sixty(60) days after the final focus group,
and shall submit the Survey Incentive Program (SH-Evaluation Form within sixty
€60y days after the due date for completed surveys.

2. Annual Update/On-Going Incentive Program:

a. To justify continuation of an on-going incentive program, IEHP Team Members,
contracted Providers, Vendors and First Tier and Downstream Entities responsible
for the non-monetary Member incentive program shall submit to the IEHP
Compliance Regulatory Affairs Mailbox a brief explanation of the effectiveness
and/or success rate of on-going incentive programs which are due on an annual basis.
The first annual update shall be submitted thirteen13} months after the start date of
the Member incentive program and will be submitted annually based on the due date
of the initial update.

b. The Member Incentive Program Annual-Update/End-of Program-Evaluation Form
must be completed and submitted to the IEHP Compliance Regulatory Affairs

Mailbox. (See Attachments/“Member Incentive Program — Annual-Update/End-of
Program-Evaluation Form”, “Focus Group Incentive Program — Evaluation Form”,
and “SurveV Incentlve Program Evaluatlon F orm””) found on the IEHP website.2

13 https://www.iehp.org/en/providers/provider-resources?target=forms
14 Tbid.
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23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services

c. AnIEHP Compliance Regulatory Affairs Analyst shall submit to DHCS the Member
Incentive Program Annual-Update/End-of Program-Evaluation Form with a brief

explanation of the effectiveness and/or success rate of on-going incentive programs,
due on an annual basis.

INEAND- EMPIRE- HEAETHPEAN

Chiof 2 b Signatureonfil Oricinal Effective Date: Faly 12015
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23. COMPLIANCE

A. Non-Monetary Member Incentive — The California
Department of Health Care Services
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23. COMPLIANCE

B. HIPAA Privacy and Security

APPLIES TO:

A. This policy applies to all [IEHP Medi-Cal Members, Providers, Business Associates, First Tier
Entities, Downstream Entities, Contractors and Health Care Entities, hereby referenced as
“entities.”

POLICY:

A. This policy is based on the following principles and procedures related to the access, use and
disclosure of Member information.

1. To provide guidance regarding each entity’s responsibility related to identifiable Member
information. This policy addresses intentional and unintentional breaches of Member
confidentiality, including oral, written and electronic communication. The principles in this
policy will help safeguard Member privacy and minimize compromise and/or liability to
Members, Providers, entities, and IEHP.

2. Entities must make reasonable efforts to safeguard the privacy and security of Members’
Protected Health Information (PHI) and Personal Identifiable Information (PII); and are
responsible for adhering to this policy by using only the minimum necessary information
to perform their responsibilities, regardless of the extent of access provided or available.

3. Entities must comply with the Health Insurance Portability and Accountability Act
(HIPAA) laws and regulations including, but not limited to the privacy and security of
Members’ PHI, Standards for Privacy of Members’ Identifiable Health Information, the
administrative, physical, and technical safeguards of the HIPAA Security Rule, and any
and all Federal regulations and interpretive guidelines promulgated there under.!??

4. Entities are allowed to release Member PHI to IEHP, without prior authorization from the
Member, if the information is for treatment, payment or health care operations related to
IEHP plans or programs.*

5. Entities must notify IEHP, their Members, the California Department of Health Care
Services (DHCS), and the Secretary of the U.S. Department of Health & Human Services
(DHHS), of any suspected or actual breach regarding the privacy and security of a
Member’s PHI within prescribed timelines and through acceptable submission formats.

DEFINITIONS:

A. Business Associate: A person or entity that performs certain functions or activities that involve
the use or disclosure of Protected Health Information (PHI) on behalf of, or providing services
to, a covered entity (IEHP). The types of functions or activities that may make a person or

! Title 45 Code of Federal Regulations (CFR) §§ 160, 162, and 164

2 Health Information Technology for Economic and Clinical Health Act (HITECH)
3 American Recovery and Reinvestment Act of 2009

445 CFR § 164.506(c)
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23. COMPLIANCE

B. HIPAA Privacy and Security

entity a business associate include treatment, payment, or health care operations activities, as
well as other functions or activities regulated by the Administrative Simplification Rules.

B. First Tier Entity: Any party that enters into a written arrangement with IEHP to provide
administrative or health care services for an eligible individual.

C. Downstream Entity: Any party that enters into a Provider agreement with a First Tier Entity to
provide health care and administrative services.

D. Contractors: Includes all contracted Providers and suppliers, first tier entities, downstream
entities and any other entities involved in the delivery of payment for or monitoring of benefits.

E. Health Care Entity: An individual physician or other health care professional, a hospital, a
provider-sponsored organization, a health maintenance organization, a health insurance plan,
or any other kind of health care facility, organization, or plan.

F. Protected Health Information (PHI): All individually identifiable health information,
(including genetic information) whether oral or recorded in any form, that relates to the past,
present, or future physical or mental health or condition of a Member; the provision of health
care to a Member; or the past, present, or future payment for the provision of health care to a
Member.?

1. PHI excludes individually identifiable health information in education records; in
employment records held by a Covered Entity in its role as employer; and regarding a
person who has been deceased for more than 50 years.*’

2. PHI generally refers to demographic information, medical history, test and laboratory
results, insurance information and other data that is collected by a health care professional
to identify an individual and determine appropriate care.

G. Medical information: Any individually identifiable information, in electronic or physical form,
in_possession of or derived from a provider of health care, health care service plan,
pharmaceutical company, or contractor regarding a patient’s medical history, mental health
application information, reproductive or sexual health application information, mental or
physical condition, or treatment.®

H. Sensitive services: All health care services related to mental or behavioral health, sexual and
reproductive health, sexually transmitted infections, substance use disorder, gender affirming
care, and intimate partner violence, and includes services described in Sections 6924, 6925,
6926, 6927, 6928, 6929, and 6930 of the Family Code, and Sections 121020 and 124260 of
the Health and Safety Code, obtained by a patient at or above the minimum age specified for
consenting to the service.’

345 CFR § 160.103

¢ Family Educational Rights and Privacy Act

7 Title 20 United States Code (U.S.C) § 1232(g)
8 California Civil Code (Civ. Code) § 56.05(})

° CA Civ. Code § 56.05(s)
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23. COMPLIANCE

B. HIPAA Privacy and Security

G-1. Breach: Acquisition, access, use, or disclosure of PHI in a manner not permitted under 45

C.F.R. Part 164, Subpart E (“Privacy of Individually Identifiable Health Information’) which
compromises the security or privacy of the PHI. An impermissible use or disclosure of PHI is
presumed to be a breach unless the covered entity can demonstrate that there is a low
probability that the PHI has been compromised. Covered entities must consider a four (4)
factor objective standard.!

1. The nature and extent of PHI involved (including the types of identifies and the likelihood
of re-identification);

The unauthorized person who used the PHI or to whom the disclosure was made;
Whether the PHI was actually acquired or viewed; and
The extent to which the risk of breach to the PHI has been mitigated.

A

Breach excludes:!

a. Any unintentional acquisition, access, or use of PHI by a workforce member or
person acting under the authority of a covered entity or a business associate, if such
acquisition, access, or use was made in good faith and within the scope of authority
and does not result in further use or disclosure in a manner not permitted under 45
C.F.R. part 164, subpart E.

b. Any inadvertent disclosure by a person who is authorized to access PHI at a covered
entity or business associate to another person authorized to access PHI at the same
covered entity or business associate, or organized health care arrangement in which
the covered entity participates, and the information received as a result of such
disclosure is not further used or disclosed in a manner not permitted under 45 C.F.R.
part 164, subpart E.

c. A disclosure of PHI where a covered entity or business associate has a good faith
belief that an unauthorized person to whom the disclosure was made would not
reasonably have been able to retain such information.

PROCEDURES:

A.

Due to unauthorized disclosures of PHI, confidentiality requirements were enhanced, which
requires entities to be accountable for unauthorized access to medical information, not just for
unlawful use or disclosure."

1. Every healthcare entity must implement appropriate administrative, technical, and
physical safeguards to protect the privacy of a patient’s medical record information and

1045 CFR § 164.402
1145 CFR § 164.402
12 California Health and Safety Code (CA Health & Safety Code) § 1280.15
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23. COMPLIANCE

B. HIPAA Privacy and Security

safeguard it from unauthorized access or unlawful access, use, or disclosure.
Administrative fines for violations vary significantly.!

2. IEHP may impose sanctions, up to and including corrective action or termination,
against entities for failure to comply with applicable privacy and security laws and
regulations. The extent and scope of sanctions depend on the type of violation and the
conduct of the entity.

3. All healthcare entities must educate their employees on privacy laws and their policy
on privacy of medical information. The education should be documented and should
include attendance.

4. Each entity is responsible for participating in ongoing education regarding Member
privacy and Member rights.

5. Appropriate, documented action must be taken should an unauthorized access occur.

B. Only entities and their respective staff members with a legitimate business need may access,
use, or disclose Member information. This includes all activities related to treatment, payment,
and health care operations on behalf of IEHP. Each entity and their respective staff members
may only access, use or disclose the minimum necessary information to perform his or her
designated role regardless of the extent of access provided to him or her.'

C. With respect to entity system access, Member privacy must be supported through
authorization, access, and audit controls (e.g., roles-based access) and should be implemented
for all systems that contain identifying Member information. Within the permitted access, a
Member-system user is only to access what they need to perform his or her job.

1. Each delegated entity is responsible to perform the security functions and implement the
security controls outlined in the attached CPE Delegation Oversight Annual Audit Tool
(See Attachment/“CPE Delegation Oversight Annual Audit Tool'™” found on the IEHP
website).

D. Each entity is responsible for ensuring staff members sign a Confidentiality Statement prior to
access to PHI or PII and annually thereafter. Confidentiality statements must be retained for a
period of six (6) years and include at minimum.'®

1. General Use;

2. Security and Privacy Safeguards;
3. Unacceptable Use; and
4

Enforcement Policies.

1345 CFR § 164.530(c)

1445 CFR § 164.502(b)

15 https://www.iehp.org/en/providers/provider-resources?target=forms

16 Department of Health Care Services (DHCS)-IEHP Two-Plan Contract, 1/10/20, Exhibit G, Attachment A,
Section I. Personnel Controls, Paragraph C. Confidentiality Statement
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23. COMPLIANCE

B. HIPAA Privacy and Security

E. Each entity is responsible for compliance in maintaining policies, principals and procedures
related to the following:"”

1. Documenting that PHI in paper form shall not be left unattended at any time unless it is
locked up. Applies to work and non-work-related settings (i.e., home office, transportation,
travel, fax machines, copy machines, etc.).

2. That ensures visitor areas where PHI is contained shall be escorted and PHI shall be kept
out of sight while visitors are in the area, unless they are authorized to review PHI.

3. That requires PHI to be disposed of through confidential means, such as cross-shredding
or pulverizing, in a manner that prevents reconstruction of contents. There must be
evidence of PHI destruction in accordance with HIPAA, if an external vendor is utilized.

4. Stating that PHI is not to be removed from the entities’ premises except for routine business
purposes.

F. Permitted Uses and Disclosures'®

1. Activities which are for purposes directly connected with the administration of services
include, but are not limited to:

a. Establishing eligibility and methods of reimbursement;
b. Determining the amount of medical assistance;
c. Arranging or providing services for Members;

d. Conducting or assisting in an investigation, prosecution, or civil or criminal proceeding
related to the administration of IEHP plans or programs; and

e. Conducting or assisting in an audit related to the administration of IEHP plans or
programs.

2. PHI must be provided to patients, or their representative if requested, preferably in an
electronic format, under HIPAA and the Health Information Technology for Economic and
Clinical Health Act (HITECH).

3. PHI cannot be sold unless it is being used for public health activities, research or other
activities as specified by HIPAA and/or the HITECH Act.

4. HIPAA gives the patient the right to make written requests to amend PHI that you are
responsible for maintaining.

5. Upon patient request, an accounting of disclosures of PHI, and information related to such
disclosures, must be provided to the patient."

1745 CFR §§ 160.202, 164.530(c)
18 45 CFR §§ 164.512
1945 CFR § 164.528
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B. HIPAA Privacy and Security

G. Privacy Practices Notice

1. IEHP provides the Notice of Privacy Practice (See Attachment/“Notice of Privacy
Practices?” found on the IEHP website) to each new Member as follows:?!

At enrollment ad annually thereafter;

Within 60 days of a material change to the uses or disclosures, the Member’s rights,
IEHP’s legal duties, or other material privacy practices stated in the Notice; and

Upon request by any person including [IEHP Members.

The IEHP Member Handbook details the plan’s security and privacy practices and
refers Members to Member Services and/or the IEHP Internet website for further
information.

H. Reporting Unauthorized Access or Disclosures:??

1. TEHP or entities must only provide the following required notifications if the breach
involved unsecured PHI. Unsecured PHI is PHI that has not been rendered unusable,
unreadable, or indecipherable to unauthorized persons through the use of a technology or
methodology specified by the Secretary in guidance.

2. Reporting of Breaches of Unsecured PHI, Affecting Fewer than 500 Individuals:*

a.

For breaches that affect fewer than 500 individuals, IEHP or entities must provide the
Secretary of the Department of Health and Human Services (DHHS) with notice
annually. All notifications of breaches occurring in a calendar year must be submitted
within 60 days of the end of the calendar year in which the breaches occurred. This
notice must be submitted electronically by completing all information required on the
breach notification form which can be found on the DHHS website. A separate form
must be completed for every breach that has occurred during the calendar year.

3. Reporting Breaches of Unsecured PHI, affecting 500 or more individuals:?*

a.

b.

If a breach affects 500 or more individuals, IEHP or entities must provide the Secretary
of DHHS with notice of the breach without unreasonable delay and in no case later than
60 days from discovery of the breach. This notice must be submitted electronically by
completing all information required on the breach notification form which can be found
on the DHHS website.

For all security breaches that require a security breach notification to more than five
500 California residents as a result of a single breach of the security system, [EHP or
entities shall electronically submit a single sample copy of that security breach

20 https://www.iehp.org/en/providers/provider-resources?target=forms

2145 CFR § 164.520
22 45 CFR § 164.408
2345 CFR § 164.408 (c)
2445 CFR § 164.408 (b)
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23. COMPLIANCE

B. HIPAA Privacy and Security

notification, excluding any personally identifiable information, to the Office of the
Attorney General.>

c. In addition to notifying the affected Members, IEHP or entities are required to provide
notice to prominent media outlets serving the State or jurisdiction. IEHP will likely
provide this notification in the form of a press release to appropriate media outlets
serving the affected area. Like individual notice, this media notification must be
provided without unreasonable delay and in no case later than 60 days following the
discovery of a breach and must include the same information required for the individual
notice.

4. Submission of Additional Breach Information to DHHS:26

a. If a breach notification form has been submitted to the Secretary and additional
information is discovered, IEHP or entities may submit an additional form, checking
the appropriate box to signal that it is an updated submission. If, at the time of
submission of the form, it is unclear how many individuals are affected by a breach,
provide an estimate of the number of individuals affected. As this information becomes
available, an additional breach report may be submitted as an addendum to the initial
report.

5. Reporting Breaches to the Department of Health Care Services (DHCS):?"2

a. IEHP must also notify DHCS when a breach occurs that affects a Medi-Cal Member.
Notification is provided to the DHCS Privacy Office within the following timelines:

1) By telephone, DHCS Privacy Incident Reporting Portal or fax within 24 hours of
discovery if PHI was or suspected to have been acquired by an unauthorized person.

2) Within ten (10) calendar days of discovery of the breach a final, complete report
will be submitted to DHCS, unless an exception has been obtained from DHCS for
additional time needed to complete investigation.

b. It is the expectation of IEHP that entities involved in breaches affecting IEHP Medi-
Cal Members notify IEHP within 24 hours of discovery if PHI was, or suspected to
have been, acquired by an unauthorized person. In the event that an entity provides
notices to DHCS, IEHP should also be notified.

6. Member Breach Notifications:®

a. The IEHP Member(s) whose PHI has been breached must be notified in writing of the
breach in accordance with CMS and DHHS requirements. IEHP or entities are required
to also notify the affected Member(s) in written form and must be provided without

25 California Civil Code § 1798.29(e); California Civil Code § 1798.82(f)

26 United States Department of Health and Human Services (DHHS) of Public Law 111-5 § 13402(h)(2)

2745 CFR §§ 164.400-414

28 DHCS-IEHP Two-Plan Contract, 1/10/20 (Final Rule A27), Exhibit G, Provision 3, Section J., Breaches and
Security Incidents

2945 CFR §§ 164.400-414
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23. COMPLIANCE
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unreasonable delay and in no case later than 60 days following the discovery of a
breach. This notification must include, to the extent possible, a brief description of the
breach, a description of the types of information that were involved in the breach, the
steps affected Members should take to protect themselves from potential harm, a brief
description of what IEHP and/or entities are doing to investigate the breach, mitigate
the harm and prevent further breaches, as well as IEHP contact information or the
contact information of the entity that caused the breach.

7. Reporting Breaches to IEHP

a. The IEHP Compliance Officer must be notified of any and all unauthorized breaches
within the contractual and regulatory timeline requirements stated above. Reports of
such breaches may be sent to IEHP as follows:

By Mail to: IEHP Compliance Officer
Inland Empire Health Plan
P.O. Box 1800
Rancho Cucamonga, CA 91729-1800
By E-Mail to: compliance@jiehp.org
By Fax to: (909) 477-8536
By Compliance Hotline: (866) 355-9038 (for initial notification)
By Webform: IEHP.org Provider Resources — Compliance Section

I.  Corrective Action Subsequent to a Breach:

1. Entities must take prompt corrective action to mitigate and correct the cause(s) of
unauthorized disclosure/breaches. IEHP requires that a written Corrective Action Plan
(CAP) be submitted subsequent to a breach of IEHP Member PHI. A CAP can be

submitted:

By Mail to: IEHP Compliance Officer
Inland Empire Health Plan
P.O. Box 1800
Rancho Cucamonga, CA 91729-1800

By E-Mail to: compliance@jiehp.org

By Fax to: (909) 477-8536

IEHP Provider Policy and Procedure Manual 01/24 MC_23B
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INLAND EMPIRE HEALTH PLAN

Regulatory/ Accreditation Agencies:

[ ] DHCS

[ ]cMs

[ ] DMHC

[ INCQA

Original Effective Date:

August 1, 2006

Revision Effective Date:

January 1, 2024
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23. COMPLIANCE

C. Health Care Professional Advice to Members

APPLIES TO:
A. This policy applies to all IEHP Medi-Cal Members and Providers.
POLICY:

A. IEHP and contracted partners shall not prohibit or restrict a health care professional, acting
within their professional scope of work and licensure, from advising or advocating on behalf
of an IEHP Member whom they are caring for."!

PROCEDURE:

A. A health care professional shall be able to give advice or advocate for a Member regarding the
Member’s:?

1. Health Status;
2. Medical Care;
3. Treatment options, which include:
a. Self-administered alternative treatments; and
b. Adequate information to make a decision against treatment options.
4. Risks and benefits of such treatments or non-treatments;
5. Right to refuse treatment; and
6. Right to express preferences about future treatment decisions.

B. A health care professional must inform a Member regarding treatment options, including the
option of no treatment, in a culturally competent manner. A health care professional shall
ensure a Member with a disability has effective communications with participants throughout
the health system in making decisions regarding treatment options. See Policies 9DE, “Access
to Care for Members with Access and Functional NeedsPeeple-with-Disabilities” and 9H]1,
“Cultural and Linguistic Services — Foreign Language Capabilities.”

C. IEHP shall inform Members of their right to refuse treatment and information regarding
advance directives in accordance with Policy 7D, “Advance Health Care Directive.”

D. If a contracted Provider violates the terms of this policy, they will be subject to contract

termination.
INLAND EMPIRE HEALTH PLAN
Regulatory/ Accreditation Agencies: DHCS CMS

! Title 42, Code of Federal Regulations (CFR) § 422.206

2 Ibid.
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23. COMPLIANCE

D. Monitoring of SubcontractorsEistFier and Downstream
SubcontractorsEntities

APPLIES TO:

A.

This policy applies to all FEHPPrevidersSubcontractors and Downstream Subcontractors-and
Eirst T LT Entities (ETES),

POLICY:

A.

B.

IEHP may delegate the authority and responsibility to carry out program/plan activities that
are otherwise performed by IEHP. IEHP retains accountability for services provided by

Subcontractors and Downstream Subcontractors. FirstFier-and-DownstreamEntittes{ETEs)
and—DewnstreamRelatedEntities(EDRs)- Further, IEHP is responsible for maintaining

compliance with applicable State and Federal requirements. '-35

1. The terms and conditions set forth in contracts with FFEs--subcontractors require that
they perform and maintain delegated functions consistent with IEHP’s contractual
obligations.

IEHP will conduct a pre-contractual evaluation and annual audit of all subcontractorstPAs
and-FTEs, as appropriate. [IEHP monitors FFE performance on an ongoing basis and will
implement corrective actions and revoke delegation of duties if it determines that a
subcontractor #FFE-is unable or unwilling to carry out its responsibilities.

DEFINITIONS:

A.

Subcontractor — an individual or entity that has a Subcontractor Agreement with the MCP that

relates directly or indirectly to the performance of the MCP’s obligations under its contract
with DHCS. A Network Provider is not a Subcontractor solely because it enters into a Network
Provider Agreement.”

Downstream Subcontractor — an individual or entity that has a Downstream Subcontractor

Agreement with a Subcontractor of the MCP or a Downstream Subcontractor that relates
directly or indirectly to the performance of the Subcontractor’s obligations under its
Subcontractor Agreement with the MCP. 8

! Title 42 Code of Federal Regulations (CFR) §422.503(b)(4)(vi)(F), 422. 504(i) 423.504(b)(4)(vi)(F), 438.230(b)

2 Department of Health Care Services (DHCS) All Plan Letter (APL) 23-006, ° Delegatlon and Subcontractor

Network Certification”

Meds
V S

e
322 CFR §§ 51000-53999
4 California Welfare and Institutions Code (Welf. & Inst. Code), §§14100-14458

3> Knox-Keene Health Care Service Plan Act of 1974, §1340
S DHCS--IEHP Primary Operations -Contract, Exhibit A, Attachment I, Provision 1.0, Definitions

" 1bid.

¥ Ibid.
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D. Monitoring of SubcontractorsEistFier and Downstream
SubcontractorsEntities

B-

PURPOSE:

A.

The purpose of this policy is to ensure that subcontractorEFEs and downstream subcontractors
are compliant with meeting the terms and conditions of regulatory elements as established by
Centers for Medicare & Medicaid Services (CMS), the State of California, other governmental
entities, and IEHP.

The Compliance Department works in conjunction with the Delegation Oversight Committee
to evaluate, recommend and implement improvements to the process for monitoring delegated
subcontractorEFEs and downstream subcontractors. In addition, the Compliance Department
along with the Delegation Oversight Committee develop the annual audit calendar, which
includes subcontractor and downstream subcontractor EFE-monitoring activities to validate
compliance with contractual standards and regulatory requirements.

The Compliance Department enforces the compliance program by ensuring all regulatory
requirements and policies and procedures are adhered.

PROCEDURES:

A.

Initial Evaluation: Prior to executing a contract or delegation agreement with a potential
subcontractorFFE, requests for an initial evaluation may be forwarded to the Delegation
Oversight Committee by the department executing the contract or delegation agreement. The
Delegation Oversight Committee may ensure an initial evaluation as necessary to determine
the ability of the potential subcontractorEFE to assume responsibility for delegated activities
and to maintain IEHP standards, applicable Federal, State, and accreditation requirements.

1. The following will be assessed in the initial evaluation:

a. The entity’s ability to perform the required tasks. IEHP will verify that the
subcontractorFFE meets both contractual and regulatory requirements.

b. Policies and procedures specific to the delegated function(s).
Operational capacity to perform the delegated function(s).

d. Resources (administrative and financial) sufficient and qualified to perform the
required function(s).

e. Exclusion efthe FFE-from participating in State and/or Federal health programs
(excluded parties lists):

1) The Department of Health and Human Services (DHHS) Office of Inspector
General (OIG) List of Excluded Individuals and Entities (LEIE);

IEHP Provider Policy and Procedure Manual 01/24 MC_23D
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SubcontractorsEntities

2) The General Services Administration (GSA) System for Award Management
(SAM);

3) The Medicare Opt-Out List (as applicable);
4) CMS Preclusion List (as applicable); and
5) The DHCS Medi-Cal Suspended and Ineligible Provider List.

f.  The entity’s annual compliance and fraud, waste and abuse (FWA) training program.

2. An initial onsite evaluation may be conducted. If the subcontractor EFE-is not in full
compliance with delegated standards, the subcontractor EFE's action plan and timeline to
achieve full compliance is reviewed. The oversight process may be modified for
accredited/certified, EFEs-as applicable. The need for an onsite visit and/or file audit is
at the sole discretion of IEHP. IEHP determines the frequency and format of contact with
the subcontractorEFE to verify compliance with established, revised, or new State,
FederalEMS, and accreditation requirements. The_subcontractor —EFE-is required to
comply with IEHP reporting requirements.

3. Results and recommendations of the initial evaluation are documented in a report and
presented to the Chief Operating Officer (COQ). Copies of the results are reviewed by
the Delegation Oversight Subcommittee and subsequently the Compliance Committee.
To accommodate business needs, ad hoc meetings or electronic review and/or approval
may substitute for routinely scheduled meetings.

B. Contract: The contract specifies the delegated activities, responsibilities of the parties,
reporting frequency, the process for evaluation, and remedies available to IEHP for inadequate
delegate performance, up to and including revocation of delegation or imposition of other
sanctions. Subcontractor First-Tier—entities—-may not delegate their contractually assigned
functions to another organization without the approval of IEHP. A monitoring schedule and
process of the downstream subcontractor’s er+related-entity's-compliance requirements will be
determined by IEHP.

C. Data: Once delegation is approved and a contract is executed, the subcontractorEFE must
submit data as contractually required.

D. Risk Areas: In identified risk areas, additional reporting may be required from the
subcontractorEFE. The subcontractorEFE may be obligated to submit a report summarizing
activities completed during the quarter, identifying barriers to improvement and the
effectiveness of any improvement plans. These reports will be reported to the Delegation
Oversight Committee.

E. Audit Calendar: IEHP conducts a comprehensive review of the subcontractor EFE's ability to
provide delegated services in accordance with contractual standards and applicable State,
FederalEMS, and accreditation requirements. High risk subcontractorEFEs, as determined by
the annual risk assessment and/or continued non-compliance, will obtain priority status on the

IEHP Provider Policy and Procedure Manual 01/24 MC_23D
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SubcontractorsEntities

annual audit calendar. In conjunction with policies and procedures, IEHP will not limit its
audit calendar to high-risk subcontractorEFEs.

F. Annual Audits: The following will be assessed during an annual audit:

1.

The entities' ability to perform the required tasks. IEHP will verify the subcontractorEFE
meets both contractual and regulatory requirements.

Policies and procedures specific to the delegation function(s).
Operational capacity to perform the delegated function(s).

Resources (administrative and financial) sufficient and qualified to perform the required
function(s).

Annual Ownership and Control Disclosure documentation.

Exclusion of the subcontractorEFE from participating in the federal health program
(excluded parties lists):

a. The DHHS OIG LEIE;

b. The GSA SAM;

c. The Medicare Opt-Out List (as applicable);

d. CMS Preclusion List (as applicable); and

e. The DHCS Medi-Cal Suspended and Ineligible Provider List.
Effective training and education that includes:

a.  General compliance.

a-b. Code of conduct distribution.

b-c. Fraud, Waste and Abuse.

d. HIPAA Privacy.

e-e. Confidentiality Statements Attestations

&-f. Training Materials:
1) Presentations.
2) Sign-In Sheets/computer-based training completion reports.

3) Certifications.

G. Focused Audits: If IEHP has a reason to believe the subcontractorEFE's ability to perform a

delegated function is compromised, a focused audit may be performed. The results of these
audits will be reported to the Delegation Oversight Committee. The Compliance Department

IEHP Provider Policy and Procedure Manual 01/24 MC_23D
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may also recommend focused audits upon evaluation of non-compliant trends or reported
incidents.

1. Focused audit criteria include, but are not limited to, the following:

a. Failure to comply with regulatory requirements and/or the IEHP service level
performance indicators.

b. Failure to comply with a corrective action plan.
Reported or alleged fraud, waste and/or abuse.

d. Significant policy variations that deviate from the IEHP, Federal, State, or
accreditation requirements.

e. Bankruptcy or impending bankruptcy which may impact services to Members (either
suspected or reported).

f.  Sale, merger or acquisition involving the subcontractorEFE.
g. Significant changes in the management of the subcontractorFFE.
h. Changes in resources which impact operations.

H. Attestation Audits: Attestation audits are a form of validation audit that is performed to
validate the information/data in the submitted attestation form are accurate and complete,
therefore the scope, the sample size and the documents required at the time of the audit may
vary depending on the nature of the attestation. The attestations must be signed by an
authorized representative and certifies information such as training and policies and
procedures are in compliance.

I. Annual Risk Assessment: An annual risk assessment will be completed to aid in identifying
high risk subcontractorEFEs. High risk subcontractorEFEs are those that possess
characteristics such as; responsibility for tasks that aid in or have a potential for hindering
member access to service, are continually non-compliant or at risk of non-compliance based
on regulatory and IEHP requirements, or have a history of non-compliance as identified by a
government agency. subcontractorFFEs determined to be high risk may be subjected to a more
frequent monitoring and auditing schedule.

1. The Delegation Oversight Committee will manage the annual comprehensive risk
assessment process to determine the subcontractorEFE's vulnerabilities and high-risk
areas. A look-back period is determined which includes any corrective actions; service
level performance; reported detected offenses; complaints and appeals, from the previous
year. Any subcontractorFFE deemed high risk or vulnerable is presented to the
Compliance Committee for suggested action.

2. The Delegation Oversight Committee is tasked with oversight of the subcontractorEFE
Oversight process. The Committee reviews data asreperted-by-the FFE-Cemmittee-and

IEHP Provider Policy and Procedure Manual 01/24 MC_23D
Medi-Cal Page S of 8




23. COMPLIANCE

D. Monitoring of SubcontractorsEistFier and Downstream
SubcontractorsEntities

recommends modifications where appropriate. The key functions of the Delegation
Oversight Committee for oversight of delegation management include:

Monthly reviews of subcontractorEFE performance data.

b. Review and approval of corrective actions; review recommendations for contractual
penalties; assistance with the implementation of corrective actions and penalties; etc.

Approval of the annual audit calendar and any ad-hoc FFE-monitoring and auditing.

d. Determining approval for delegated and sub-delegated activities for new
subcontractor FFEs based on the initial evaluation, assessment and approval of the
operational functional leads.

e. Results and actions taken by the Delegation Oversight Committee are reported up to
the Compliance Committee.

f.  Provide reports at least annually to the IEHP Governing Board regarding monitoring

and auditing activities conducted-as-part-ofthe FTE-Oversight program.

J.  Corrective Action: A corrective action plan is developed by the delegated entity and reviewed
and approved by the Delegation Oversight Committee in instances where non- compliance is
identified. Each corrective action plan is presented to the Delegation Oversight Committee for
approval. Supplementary, focused audits and additional reporting and/or targeted auditing
may be required until compliance is achieved.

1. At any time IEHP may require remediation by an subcontractorEFE for failure to fulfill
contractual obligations including development and implementation of a corrective action
plan. Failure to cooperate with IEHP in any manner may result in further remedial action
leading up to and including termination of the agreement and/or return of delegated
activities to IEHP.

K. Training: IEHP will make training materials available to subcontractorEFEs. However, it is
expected that subcontractorEFEs institute their own training program intended to
communicate the compliance characteristics related to the subcontractorEFE and their
contractually delegated area(s). Training materials will be reviewed by IEHP during the audit
process.

1. IEHP will distribute an annual attestation to the subcontractorsEFEs. The completed,
returned attestation confirms compliance with new hire and annual training and education
requirements to include General Compliance; Fraud, Waste and Abuse; and, HIPAA
Privacy.

2. TEFE+raining documentation will be requested and evaluated as part of the annual audit
process. Material for review may include, but not be limited to, training presentations;
sign-in sheets; test scores; trainer proficiencies; new hire orientation packets; employee
list (including date of hire and date of previous training).
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3.

Subcontractor First—FierEntities—are required to implement a training program that
ensures its subeentracted-downstream subcontractorsentities are also trained and have
instituted a similar training program.

L. The functional areas and business departments implement the subcontractorFFE oOversight
pregram-at an operational level. Oversight activities outlined in the plan are managed by the
responsible business areas. The departments are responsible for the following:

1.
2.

A S A

Managing the day-to-day subcontractorEFE relationship.
Identifying negative trends or vulnerabilities.

Monitoring subcontractorEFE compliance according to the Program and associated tools
and processes.

Monitoring operational performance.

Day-to-day management of issues and actions; escalated as required.

Assisting with implementation, review and acceptance of corrective action plans.
Managing subcontractorEFE operational communications and/or training.
Reporting performance to the Delegation Oversight Committee.

Assisting the Compliance Department in identifying risk as part of the annual risk
assessment.
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